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}Malware Detection Team (MDT) 

}Focused on exploit detection / mitigation 
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}Vulnerability research 

}Operating systems internals 

} Low-level stuff 

}Found some kernel bugs recently 

}MS10-073, MS10-098, MS11-012, ... 

}Some in MS11-034 
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Introduction  

}Exploit mitigations such as DEP and ASLR do not 

prevent exploitation in every case 

} JIT spraying, memory leaks, etc. 

}Privilege isolation is becoming an important 

component in confining application vulnerabilities 

}Browsers and office applications employ ñsandboxedò 

render processes 

}Relies on (security) features of the operating system 

}In turn, this has motivated attackers to focus their 

efforts on privilege escalation attacks 

}Arbitrary ring0 code execution Ÿ OS security undermined 



The Kernel Pool  

}Resource for dynamically allocating memory 

}Shared between all kernel modules and drivers 

}Analogous to the user-mode heap 

}Each pool is defined by its own structure 

}Maintains lists of free pool chunks 

}Highly optimized for performance 

}No kernel pool cookie or pool header obfuscation 

}The kernel executive exports dedicated functions for 

handling pool memory 

}ExAllocatePool* and ExFreePool* (discussed later) 



Kernel Pool Exploitation  

}An attackerôs ability to leverage pool corruption 

vulnerabilities to execute arbitrary code in ring 0 

}Similar to traditional heap exploitation 

}Kernel pool exploitation requires careful modification 

of kernel pool structures 

}Access violations are likely to end up with a bug check 

(BSOD) 

}Up until Windows 7, kernel pool overflows could be 

generically exploited using write-4 techniques 

}SoBeIt[2005] 

}Kortchinsky[2008] 

 



Previous Work  

}Primarily focused on XP/2003 platforms 

}How To Exploit Windows Kernel Memory Pool 

}Presented by SoBeIt at XCON 2005 

}Proposed two write-4 exploit methods for overflows 

}Real World Kernel Pool Exploitation 

}Presented by Kostya Kortchinsky at SyScan 2008 

}Discussed four write-4 exploitation techniques 

}Demonstrated practical exploitation of MS08-001 

}All the above exploitation techniques were 

addressed in Windows 7 (Beck[2009]) 



Contributions  

}Elaborate on the internal structures and changes 

made to the Windows 7 (and Vista) kernel pool 

}Identify weaknesses in the Windows 7 kernel pool 

and show how an attacker may leverage these to 

exploit pool corruption vulnerabilities 

}Propose ways to thwart the discussed attacks and 

further harden the kernel pool 



Kernel Pool Internals  

Modern Kernel Pool Exploitation: 

Attacks and Techniques 



Kernel Pool Fundamentals  

}Kernel pools are divided into types 

}Defined in the POOL_TYPE enum 

}Non-Paged Pools, Paged Pools, Session Pools, etc. 

}Each kernel pool is defined by a pool descriptor 

}Defined by the POOL_DESCRIPTOR structure 

}Tracks the number of allocs/frees, pages in use, etc. 

}Maintains lists of free pool chunks 

}The initial descriptors for paged and non-paged 

pools are defined in the nt!PoolVector array 

}Each index points to an array of one or more descriptors 



Kernel Pool Descriptor (Win7 RTM x86)  

}kd> dt nt!_POOL_DESCRIPTOR 
} +0x000 PoolType  : _POOL_TYPE 

} +0x004 PagedLock : _KGUARDED_MUTEX 

} +0x004 NonPagedLock : Uint4B 

} +0x040 RunningAllocs : Int4B 

} +0x044 RunningDeAllocs : Int4B 

} +0x048 TotalBigPages : Int4B 

} +0x04c ThreadsProcessingDeferrals : Int4B 

} +0x050 TotalBytes  : Uint4B 

} +0x080 PoolIndex  : Uint4B 

} +0x0c0 TotalPages : Int4B 

} +0x100 PendingFrees : Ptr32 Ptr32 Void 

} +0x104 PendingFreeDepth: Int4B 

} +0x140 ListHeads  : [512] _LIST_ENTRY 



Non-Paged Pool 

}Non-pagable system memory 
}Guaranteed to reside in physical memory at all times 

}Number of pools stored in 
nt!ExpNumberOfNonPagedPools 

}On uniprocessor systems, the first index of the 
nt!PoolVector array points to the non-paged pool 
descriptor 

} kd> dt nt!_POOL_DESCRIPTOR poi(nt!PoolVector) 

}On multiprocessor systems, each node has its own 
non-paged pool descriptor  
}Pointers stored in nt!ExpNonPagedPoolDescriptor 

array 



Paged Pool 

}Pageable system memory 
}Can only be accessed at IRQL < DPC/Dispatch level 

}Number of paged pools defined by 
nt!ExpNumberOfPagedPools 

}On uniprocessor systems, four (4) paged pool 
descriptors are defined 

} Index 1 through 4 in nt!ExpPagedPoolDescriptor 

}On multiprocessor systems, one (1) paged pool 
descriptor is defined per node 

}One additional paged pool descriptor is defined for 
prototype pools / full page allocations 
} Index 0 in nt!ExpPagedPoolDescriptor 



Session Paged Pool  

}Pageable system memory for session space 

}E.g. Unique to each logged in user 

}Initialized in nt!MiInitializeSessionPool 

}On Vista, the pool descriptor pointer is stored in 

nt!ExpSessionPoolDescriptor (session space) 

}On Windows 7, a pointer to the pool descriptor from 

the current thread is used 

}KTHREAD->Process->Session.PagedPool 

}Non-paged session allocations use the global non-

paged pools 

 



Pool Descriptor Free Lists (x86)  

}Each pool descriptor has a 

ListHeads array of 512 doubly-

linked lists of free chunks of the 

same size 

} 8 byte granularity 

} Used for allocations up to 4080 

bytes 

}Free chunks are indexed into the 

ListHeads array by block size  

} BlockSize: (NumBytes+0xF) >> 3 

}Each pool chunk is preceded by 

an 8-byte pool header 

0 

1 

2 

3 

4 

.. 

.. 

.. 

.. 

511 

8 bytes 

24 bytes 

8 bytes 

PoolDescriptor.ListHeads 

24 bytes data + 

8 byte header 

4080 bytes 



Kernel Pool Header (x86)  

}kd> dt nt!_POOL_HEADER 

} +0x000 PreviousSize : Pos 0, 9 Bits 

} +0x000 PoolIndex  : Pos 9, 7 Bits 

} +0x002 BlockSize  : Pos 0, 9 Bits 

} +0x002 PoolType  : Pos 9, 7 Bits 

} +0x004 PoolTag  : Uint4B 

}PreviousSize: BlockSize of the preceding chunk 

}PoolIndex: Index into the associated pool descriptor array 

}BlockSize: (NumberOfBytes+0xF) >> 3 

}PoolType: Free=0, Allocated=(PoolType|2) 

}PoolTag: 4 printable characters identifying the code 
responsible for the allocation 

 



Kernel Pool Header (x64)  

}kd> dt nt!_POOL_HEADER 

} +0x000 PreviousSize : Pos 0, 8 Bits 

} +0x000 PoolIndex : Pos 8, 8 Bits 

} +0x000 BlockSize : Pos 16, 8 Bits 

} +0x000 PoolType : Pos 24, 8 Bits 

} +0x004 PoolTag  : Uint4B 

} +0x008 ProcessBilled : Ptr64 _EPROCESS 

}BlockSize: (NumberOfBytes+0x1F) >> 4 

} 256 ListHeads entries due to 16 byte block size 

}ProcessBilled: Pointer to process object charged for 

the pool allocation (used in quota management) 

 



Free Pool Chunks  

} If a pool chunk is freed to a pool descriptor ListHeads list, 

the header is followed by a LINK_ENTRY structure 

} Pointed to by the ListHeads doubly-linked list 

} kd> dt nt!_LIST_ENTRY 

+0x000 Flink : Ptr32 _LIST_ENTRY 

+0x004 Blink : Ptr32 _LIST_ENTRY 

.. 

n 

Header Header 

Flink 

Blink 

.. 

Flink 

Blink 

Flink 

Blink 

PoolDescriptor.ListHeads 

Blocksize n 

Free chunks 



Lookaside Lists  

}Kernel uses lookaside lists for faster 

allocation/deallocation of small pool chunks 

}Singly-linked LIFO lists 

}Optimized for performance ï e.g. no checks 

}Separate per-processor lookaside lists for pagable 

and non-pagable allocations 

}Defined in the Processor Control Block (KPRCB) 

}Maximum BlockSize being 0x20 (256 bytes) 

} 8 byte granularity, hence 32 lookaside lists per type 

}Each lookaside list is defined by a 

GENERAL_LOOKASIDE_POOL structure 



General Lookaside  (Win7 RTM x86)  

}kd> dt _GENERAL_LOOKASIDE_POOL 
} +0x000 ListHead  : _SLIST_HEADER 

} +0x000 SingleListHead : _SINGLE_LIST_ENTRY 

} +0x008 Depth  : Uint2B 

} +0x00a MaximumDepth : Uint2B 

} +0x00c TotalAllocates : Uint4B 

} +0x010 AllocateMisses : Uint4B 

} +0x010 AllocateHits : Uint4B 

} +0x014 TotalFrees : Uint4B 

} +0x018 FreeMisses : Uint4B 

} +0x018 FreeHits  : Uint4B 

} +0x01c Type  : _POOL_TYPE 

} +0x020 Tag  : Uint4B 

} +0x024 Size  : Uint4B 

}[é] 



 

 

 

 

Lookaside Lists (Per -Processor)  

PPNPagedLookasideList[32] 

PPPagedLookasideList[32] 

PPNPagedLookasideList[0] 

PPNPagedLookasideList[2] 

PPNPagedLookasideList[3] 

PPNPagedLookasideList[n] 

PPNPagedLookasideList[1] 

ListHead 

Next 

Depth 

 

 

 

 

PPNPagedLookasideList[31] 

Header Header 

Processor Control Block 

KPRCB 

 

 

KPCR 

Next Next 

Free lookaside chunks 

 

 

 

Per-Processor Non-Paged 

Lookaside Lists 

Each per-processor lookaside list entry 

(GENERAL_LOOKASIDE_POOL) is 

0x48 bytes in size 

Processor Control Region 

(pointed to by FS segment selector) 



Lookaside Lists (Session)  

}Separate per-session lookaside lists for pagable 

allocations 

} Defined in session space (nt!ExpSessionPoolLookaside) 

} Maximum BlockSize being 0x19 (200 bytes) 

} Uses the same structure (with padding) as per-processor lists 

} All processors use the same session lookaside lists 

}Non-paged session allocations use the per-processor 

non-paged lookaside list 

}Lookaside lists are disabled if hot/cold separation is used 

} nt!ExpPoolFlags & 0x100 

} Used during system boot to increase speed and reduce the 

memory footprint 



 

 

 

 

Lookaside Lists (Session)  

Lookaside[25] 

Lookaside[0] 

Lookaside[2] 

Lookaside[3] 

Lookaside[n] 

Lookaside[1] 

ListHead 

Next 

Depth 

 

 

 

 

Lookaside[24] 

Header Header 

Session Space 

MM_SESSION_SPACE 

 

(nt!MmSessionSpace) 

 

 

Next Next 

Free lookaside chunks 

 

 

 

Session Paged 

Lookaside Lists 

Each per-processor lookaside list entry 

(GENERAL_LOOKASIDE) is 0x80 

bytes in size 



Large Pool Allocations  

}Allocations greater than 0xff0 (4080) bytes 

}Handled by the function nt!ExpAllocateBigPool 

} Internally calls nt!MiAllocatePoolPages 

}Requested size is rounded up to the nearest page size 

}Excess bytes are put back at the end of the appropriate 

pool descriptor ListHeads list 

}Each node (e.g. processor) has 4 singly-linked 

lookaside lists for big pool allocations 

} 1 paged for allocations of a single page 

} 3 non-paged for allocations of page count 1, 2, and 3 

}Defined in KNODE (KPCR.PrcbData.ParentNode) 



Large Pool Allocations  

}If lookaside lists cannot be used, an allocation 

bitmap is used to obtain the requested pool pages 

}Array of bits that indicate which memory pages are in use 

}Defined by the RTL_BITMAP structure 

}The bitmap is searched for the first index that holds 

the requested number of unused pages 

}Bitmaps are defined for every major pool type with 

its own dedicated memory 

}E.g. nt!MiNonPagedPoolBitMap 

}The array of bits is located at the beginning of the 

pool memory range 



Bitmap Search (Simplified)  

1 1 1 1 0 0 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 

1 1 1 1 0 0 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1 

2. RtlFindClearBits(...) 

1. MiAllocatePoolPages(NonPagedPool, 0x8000) 

MiNonPagedPoolBitMap 

3. RtlFindAndSetClearBits(...) 

4. PageAddress = MiNonPagedPoolStartAligned + ( BitOffset << 0xC ) 




















































































































































































